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1. Introduction 
 

 

1.1 Purpose 
This is a non-proprietary Cryptographic Module Security Policy for the Net Tool Optimizer (NTO) 7303 from Ixia. 
This Security Policy describes how the NTO 7303 meets the security requirements of Federal Information 
Processing Standards (FIPS) Publication 140-2, which details the U.S.1 and Canadian government requirements for 
cryptographic modules. More information about the FIPS 140-2 standard and validation program is available on 
the National Institute of Standards and Technology (NIST) and the Communications Security Establishment (CSE) 
Cryptographic Module Validation Program (CMVP) website at http://csrc.nist.gov/groups/STM/cmvp. 
 
This document also describes how to run the module in a secure FIPS-Approved mode of operation. This policy 
was prepared as part of the Level 1 FIPS 140-2 validation of the module. The Net Tool Optimizer (NTO) 7303 is 
referred to in this document as NTO 7303, crypto module, or the module. 
 

1.2 References 
This document deals only with operations and capabilities of the module in the technical terms of a FIPS 140-2 
cryptographic module security policy. More information is available on the module from the following sources: 
 

¶ The Ixia website (www.ixiacom.com) contains information on the full line of products from Ixia. 

¶ The CMVP website (http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm) contains 
contact information for individuals responsible for answering technical or sales-related questions for the 
module. 
 

1.3 Document Organization 
The Security Policy document is one document that is part of the FIPS 140-2 submission documentation. In 
addition to this document, the submission documentation includes:  
 

¶ Vendor Evidence 

¶ Finite State Model 

¶ Submission Summary 

¶ Other supporting documentation as additional references 
 
This Security Policy and the other validation submission documentation were produced by Corsec Security, Inc. 
under contract to Ixia. With the exception of this Non-Proprietary Security Policy, the FIPS 140-2 submission 
documentation is proprietary to Ixia and is releasable only under appropriate non-disclosure agreements. For 
access to these documents, please contact Ixia.  

                                                           
1 US ς United States 

http://csrc.nist.gov/groups/STM/cmvp
http://www.ixiacom.com/
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
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2. NTO 7303 
 

 

2.1 Overview 
5ŜǎƛƎƴŜŘ ǘƻ ǎƛǘ ōŜǘǿŜŜƴ ŀ ŎǳǎǘƻƳŜǊΩǎ ƴŜǘǿƻǊƪ ŀƴŘ ǎŜŎǳǊƛǘȅ ǘƻƻƭǎΣ ǘhe NTO 7303 is a solution that controls the flow 
of network traffic to destination security devices and applications. The module uses a pool of high-speed data 
interfaces that are intended to forward different classes of traffic based on filters applied to each interface. These 
filters allow the module to aggregate, filter, replicate, optimize, and perform load balancing on network data. 
These features help eliminate SPAN2 and TAP3 shortages, increase network visibility, and improve the overall 
performance of security tools. 
 
Ixia allows customers to designate physical ports as network ports, which allow ingress of network data to the 
NTO 7303 system, and tool ports, which allow egress of network data to security devices and applications for 
processing. Dynamic filters, which provide rules for traffic entering or exiting the NTO 7303 system, can be applied 
to either network ports or tool ports.  
 
The NTO 7303 is a 7U NEBS4 level 3 certified system. The validated NTO 7303 configuration contains the following: 

¶ NTO 7303 Chassis P/N 991-0082-01 ς see Figure 1 and Figure 2 

¶ 2x NTO 7300 Series Supervisor Module P/N 992-0059-01 running NVOS5  v4.5.0.16. The supervisor 
modules control the line cards, expose the management interfaces, and control load balancing. Each 
supervisor assembly contains an Intel Core i7 3555LE processor. See Figure 3 

¶ Six line cards, which provide the front panel ports for network connectivity. The line cards, which are listed 
below, contain an Intel Atom N2600 processor, except for the ATIP line card, which contains an Intel i7 
3555LE processor. 

o NTO 7300 Series Line Card with 16 QSFP+ ports P/N 992-0045-01 ς see Figure 4 
o NTO 7300 Series Carrier Line Card Hydra P/N 992-0075-01 with 2x NTO 7300 Series Advanced 

Feature Module Cassette with 16 SFP+ ports P/N 992-0067-01 ς see Figure 5, Figure 6, and 
Figure 7 

o NTO 7300 Series Carrier Line Card Hydra P/N 992-0075-01 with 2x NTO 7300 Series 100G Port 
Interface Cassette P/N 992-0066-01 ς see  Figure 5, Figure 8, and Figure 9 

o NTO 7300 Series Smart Blank Line Card P/N 992-0043-01 ς see Figure 10 
o NTO 7300 Series PCM6 Line Card with 48 SFP+ ports P/N 992-0051-01  ς see Figure 11 
o NTO 7300 Series ATIP7 Line Card with 48 SFP+ ports P/N 992-0050-01 ς see Figure 12 

¶ 6x NTO 7300 Series Fan Module Unit P/N 991-2013-01 ς see Figure 13 
 
Each line card interfaces with the supervisor modules via an 8x40G Ethernet interface. The links from the line 
cards to the supervisor are configured into a logical 640G trunk interface. 
 

                                                           
2 SPAN ς Switched Port Analyzer 
3 TAP ς Test Access Point 
4 NEBS ς Network Equipment Building System 
5 NVOS ς Network Visibility Operating System 
6 PCM ς Packet Capture Module 
7 ATIP ς Application Threat Intelligence Processor 
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Figure 1 ς NTO 7303 Chassis P/N 991-0082-01 (Front view; fully populated) 
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Figure 2 ς NTO 7303 Chassis P/N 991-0082-01 (Rear view; fully populated) 

 

 

Figure 3 ς NTO Supervisor Module P/N 992-0059-01 (with fan modules removed) 
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Figure 4 ς NTO 7300 Series Line Card with 16 QSFP+ ports P/N 992-0045-01  

 

 

Figure 5 ς NTO 7300 Series Carrier Line Card Hydra P/N 992-0075-01 (with interface cassettes removed) 

 

 

Figure 6 ς NTO 7300 Series Carrier Line Card Hydra P/N 992-0075-01 with 2x NTO 7300 Series Advanced Feature Module 
Cassette with 16 SFP+ ports P/N 992-0067-01 

 

 

Figure 7 ς NTO 7300 Series Advanced Feature Module Cassette with 16 SFP+ ports P/N 992-0067-01  

 

 

Figure 8 ς NTO 7300 Series Carrier Line Card Hydra P/N 992-0075-01 with 2x NTO 7300 Series 100G Port Interface 
Cassette P/N 992-0066-01  
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Figure 9 ς NTO 7300 Series 100G Port Interface Cassette P/N 992-0066-01  

 

 

Figure 10 ς NTO 7300 Series Smart Blank Line Card P/N 992-0043-01  

 

 

Figure 11 ς NTO 7300 Series PCM Line Card with 48 SFP+ ports P/N 992-0051-01  

 

 

Figure 12 ς NTO 7300 Series ATIP Line Card with 48 SFP+ ports P/N 992-0050-01  

 


























































